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AbstracH This paper aims at developing arobust and
resilient synchronization framework for Low Earth Orbit
(LEO) satellites based on the combination of GNSS and
Precision Time Protocol (PTP) via inter-satellite link. The
satellite synchronization is needed to enable precise aircraft
tracking in areas without radar coverage, by leveraging
Automatic Dependent SurveillanceBroadcast (ADSB) signals
and advanced localization algorithms, exploitig Time Of
Arrival (TOA), Frequency Of Arrival (FOA), and Angle Of
Arrival (AOA). An Extended Kalman Filter (EKF) corrects
onboard clock errors in real time, while detecting and mitigating
anomalies or cyberattacks like GNSS jamming, spoofing or
denial of service. Nanosecond accuracy under nominal and
disrupted conditions is obtained, significantly enhancingsafety
and reliability of the tracking system.

Keyword® ADS-B, Multilateration, AOA, FOA, TOA, GNSS,
PTP, Synchronization LEO satellite
|. INTRODUCTION

Air traffic control has traditionallyrelied on Secondary
Surveillance Radar (SSR) and proceduanathods in regions

without radar coverage. Recently, Automatic Dependent

SurveillanceBroadcast (ADSB) has emerged as a critical
surveillance method, transmitting aircraft
position data. SpaeBased ADSB (SB ADSB) enhances
this capability by enablingommunication withsatellites,
particularly in remote and oceanic areas where grdased

stations are impractical. This advancement not only reduces Fig. 1 showsthe general description of the SATERA
aircraft separation but also improves airspace efficiency byroject:satellitesin LEO orbits receive ADSB messages and

allowing more direct routes andetter access to optimal
altitudes, leading to decreased greenhouse gas emissions.

However, ADSB transmissions are susceptible to naturaf>tation (GS)and then reackhe Central Processing Station

or intentional disruptions, raising concerns about theifCPS)-Focusingon TOA measurements, if the CPS receives
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messages transmitted by the aircraft aridgibese signaito
localize the aircrafexploiting localizationalgorithmsbased
onthe Time Of Arrival (TOA) of the signalsneasured from
at least four satellites Moreover SATERA proposes
additional sgnal measurementsuch as AngleOf Arrival
(AOA) and Frequencyof Arrival (FOA) to improve the
localization performance.
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Fig. 1. SATERA System description.

measure theifOA, FOA andAOA. These measuremerase
transferred together with the received messagesGoound

integrity; Multilateration (MLAT) offers a promising solution &t asfour TOAs for the same messageanindependently

to these challenges, enabling passive aircraft location witho&P

reliance on GNSS or grouszhsed radars. MLAT has

demonstrated its effectiveness in airport surveillance and e

route operations. The integion of ADSB and MLAT,
referred to as composite surveillance, provides an alternati
to the traditional combination of ADB and SR Mode S.
With the advent of spadeased ADSB (SB ADSB) systems,
the SATERA projecfl] aimsat exploringthe feasibility of

eference the, because a bias anTOA directly affecs the
ocalization accuracy of the systeamdaprecise, robust, and

ygliable synchronization procedusecomesnandatory

Moreover this procedureneedsto have low complexity
(in terms of hardwarepower consumptigndimensionetc),
asit is to be installed orsmall LEO satellitesA GNSS

implementing composite surveillance in the space domainteceiveronboardhe satellite igypically a simple solution for
ensuring reliable coverage in regions where convention@joth satellitepositioning and time synchronizatiofil][2]

systems are inoperable.

SATERA proposeghe deployment of adw Earth Orbit
(LEO) satellite constellationable to receive the ADSB

SATERA has received funding from the SESAR 3 Joint Undertaking
under grant agreement No 101164313. The JU receives support fr
European Uniono6s Horizon Europe
the SESAR 3 JU members other than the Union. The doatehis pape
reflects solely the views of its authors. The European Commission
liable for any use that may be made of the information contained ther

However, only having GNSS as synchronization method

represents a single point of failurg makes the system
vulnerable to attacks oBNSS failuresIn SATERA it is
proposed t@dd another synchronizati@hannel, tamprove
overallreliability and robustnesSATERAwill introducethe
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mpute the aircraft position by exploiting localization
techniqueskollows thathe s#ellites should share a common
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use of Precise Time Protocol (PTR] over InterSatellite

Link (ISL) to obtainthe requirededundancyPrecise Time SATERA GNSS Signal
Protocol is a networbased synchronization protocol defined Satellite GNSS
by IEEE. It is designed to achieve higtecision clock iz el
synchronization across distributed systems by exchanging
timestamped messages, while compensating for delays PTP
introduced by nivork and hardware El
D

The PTP over IS§, together with the onboa@NSS and L e T . utc
PTPmeasurements will be used to estimateothimoardclock 2
bias (and drift) by exploitingan adhoc Extended Kalman ©
Filter [4]. Moreover,a detection mechanism to detect GNSS
failures or attacksand automatically discard the erroneous PTP
measurmens, maintairing a high level of synchronization
accuracywill alsobeproposed and evaluated - Sync signal Mt:l;tse )

This paper is organized as followectionll introduces Station Atomic Clock
the architecture of theroposedsynchronizatiorprocedure
presents the clock model and tinacking algorithmused to Fig.2.  SATERA satellitesynchronizatiorprocess

correct errorsand detect failuresSectionlll discusses the
performanceof the system in presence of differagpesof ~ A. Clock model
faults SectionlV concludes the paper. A clock generates an oscillatory signal whose ideal

Il. SATERASYNCHRONIZATION ALGORITHM outputis represented as:

The architecture of the proposed solutisiilustratedin VO I OEJ' ™™ p
Fig. 2. Each satellite in th&ATERA LEO constellationis . .
equipped witha stable clockreferredto the Coordinated ~ However, real clocks exhibit ~deviations due to
Universal Time (UTC). An Oven Controlled Crystal |mperfec_t|ons in the oscillatoiTaking this into account, we
Oscillator (OCXO) is prgposed in SATERA due tothe  canrewrite p as
importance of the synchronization erminen computing the . PRI .
aircraft position The satellite acquire a time measurement Lo Ib OE¢"d «0o q
from GNSSevery secondto maintain its synchronization

o & - .
with the UTC time. where %0 is the phase deviation, representing the

A ground stationequipped with an independemiaster cumulative effects o“f frequency e_rrqrs and noisstead _of
clock (an atomic clock,in nominal condition sychronized —the actual frequencio , the deviation from the nominal
with the UTC and capablef maintaininglong term stability ~ frequencyQ, @ 0, is usuallyused, it isexpressed as
during the GNSS outagnd or failure} serves as additional 00 0
secure synchronization source This ground station no — o
communicatewith the SATERAsatellitesand performstime Q
synchronizationvia PTP. Furthermore, ISLs enable the
satellites to perform additional PTP synchronizations amon
themselves, propagating the clog¥ormation across the
entire constellationalso where the ground station is not
reachable wo WwOoQoO 4

The PTP synchronizatios performedata reduced time
rate to preliminary take intoaccountthe network load . . . .
assumedo occurevery 10 seconds. The time deviation orllglnates frorr_l two main error

Moreover, a clock model and the tracking a|gorithmcomponents: systematic  fluctuations and random
provide a framework for estimating the cldmhaviour(bias ~ fluctuations. Systeatic fluctuations primarily cause lorg
and drifty with time. The clock model represents theterm divergence from nominal time and frequency and can be
behaviour of oscillatory processes considering systematicapproximated as:
and random errors, while the tracking algorithm ensures real
time synchronization and correction of deviation using time
related measurements. They are defined in the following sub
sections.

and thetime deviation with respect thetimeinterval is
8iven by:

®w 0 WNn wmno Too v

where @ 1t is the initial time offsetw 1 is the initial
frequencydeviationoffset, and D represents the frequency
drift caused by factors like aging or production tolerances.
Moreover, random fluctuations dominate shaderm
behaviourand are given byfive noise typesWhite Phase
Modulation (WPM), Flicker Phase Modulation (FPM), White
Frequency Modulation (WFM), Flicker Frequency
Modulation EFM), and Random Walk Frequency
Modulation (RWFM).



A StochasticDifferential Equation (SDE) mdel for the  C. Clocktrackingand fault detection

clock, combining systematic deviations (time offset, The poposednodeb were usedto develop a Extended

frequency offset, and drift) with key random componentskalman Filter (EKF) for tracking and estimatinthe clock

(WFM and RWFM) that effectively capturs the dynamic  parametersin particularthe fiter state at timé d@ o , is

behaviourof an oscillatoris given in[5][6]. The following  specified in Equation9); the tansition matrix Hs outlined

iterative solution for this model can be derived: in Equation(9); the pocess noise covariance matrix i®,
providedin Equation 7).

@ 0 o o ot Ly . Concerning the measuremend , it can be composed
P oo 1 o S ® of one or two elements depending on the available
" measurements at tinte:
Where 0 O R 5 is a zero mean Gaussian uo 30 O
distributednoise termwith covariance matrix equal to: .. 30 0
00 39 0 (10)
ot = In ve 00
6 11 (0} Cn ( . i D
U + 0 X having the following measurement matrice$ (, and
u . T ¥ measuremergrror covariancenatrices(Y ):
o _ o _ 6 P My o i p T pp
In the equationgw represents the time deviation, while 0D T
the frequency deviatioh 0 is given byw . The termw
corresponds to a component of the clock frequency deviation, 'y ” T Ay , Ry PG
often referred to as a random walk compon&he constants L . .

, and, arecalled dffusion coefficientsand can be derived Fo; eatch 4 |tetre;t|or(11, :SEKF SQT%UtetgpefmtiL gafln”O,_
by the clock Allanstandard deviatiomvith the procedures € stimated statan € predicted state for the Toflowing
. . . . . . stepsd! 0, with the relative covariance matricésand

derived in[7] for differenttypesof clocks.Finally,* and -

represents the systematic fluctuations of the clock. With this formulation the EKF can exploit the

In matrix notation thelock model becomes: measuremestcoming from GNSS and PTP witdifferent
time rate and accuracy
WO "0 6a v U] Moreover, in SATERA we propose to test the innovation
of the EKF to detect GNSS faults attacks In fact, the
innovation vector, defined as’O & o ‘@ o ,
contains the difference between expected and real
o P T measurementst @ime ‘Qand, if there is a fault affecting the
np real measurementd © (i.e.. a bias on the GNSS
measurements)it can be detectedbserving therelative
innovation vector componelft2]. In the case ofa GNSS
fault, it is necessary tevaluatethe first componentfdO.
These equations can be used to track the clock bias and The innovation vector covariance matrix is given by:

where:

wo .
()
T

—+N | —+o o
e

s

frequency deviations with respectaseference time frame oY '@ O po
if bias and/or frequency deviation measurements arénd the following test can be dof® detectanoutlier in the
available GNSS measuremest

SOpsSNQY pip pT

B. Clock biasMeasurements whereQis a scalar to fix theprobability of false alarm.
As described in Sectioll, Each satellite retrieves two Consideringhat™O p is Gaussian distributed with variance
different time measurementdrom the onboard GNSS 'Y plp , hereafter the ‘Qvalue is set to 2.5 to obtain a
receiver and from thePTP ISLs network. Both these probability of fale alarmof the order 00.01
measurementefer to the clock biasnd can be considered If the absolute value of thmnovationelementis bigger
affected by anAdditive White GaussianNoise (AWGN),  thanthe thresholdralues the measurement is considered an
representinghe measurement erra0 is the measured bias outlier (due tofailure orattack anddiscardedAn alarm is
of the onboard GNSS$eceiver and30 the meaurement also raised Fig. 3 shows all the details of the proposed
bias exploiting the PP overISLs network algorithm
Furthermore the measurement additive error is
considerechavinga zero mean and the followirgiandard
deviatiors: A p d Ife.g. the Galilemominalaccuracy,
95%- 2 A ,is 30 ng8][9] also ifusuallyit is loweras reported
in [16]) and A v T@[10][11] for 30 and 30
respectively.



Input:

@O : Clock state vector at tine

0 O : State covariance matrix at tirié

0 0o :Predictioncovariance matrix at timey

"O Transition matrixas defined in9)

0 : process noise covariance matixderived in(7)
0 : observatiormatrix as defined in (1)

'Y : measurement error covariaraedefined in (2)
& 0 dpbservation vector at tinee as defined in10)
Output:

WO :clock state vector at tine

0 6 : state covariance matrix at time

Alarms
L. Prediction
Predict the state for the time instant do 0 000 ;
Predict thestate covariance matrid@d o 000 0 0
P. Innovation test
Compute the innovatiorio a0 ‘@ o
Compute the innovation covariance matt: @ O

Compute the tesin the GNSSSO p sNQ 'Y plp

If innovation>threshold-A raise alarm

B. Update

If the alarm israised,update only with PTP

Compute Kalman gaifio 0 6 Y @ "0)

Update the clock state vectos 0 @ 0 ‘0 0

Update the state covariance matfixd p "0 00
Fig. 3. SATERA satellitesynchronzation algorithm.

I1l.  PERFORMANCEEVALUATION

The proposed algorithwas evaluated bysimulating @
OCXO clockfor 80000 seconds, and tracking igs and
drift with the algorithm reported iRig. 3. The parameters
and, wascomputed as ifi7] considering typical values for
the Allan deviatiorof an OCXQO[13][14][15].

The rm.s. error of the clock estimated bi&s each time
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Fig. 4. Simulation of DoS attackon GNSS

Moreover less probable types of failures and attack were
alsoanalysed A bias step in the GNSS measurensemas
simulated to emulate a possiblédee or attack affecting the
onboardGNSS receiveffor examplethis can behe effect of
a spooferon the PVT estimation of the onboard GNSS
receivej. In this casethe GNSS measurements between time
50000 sec and time 60000 sec. were affected from a bias of
100 or 500 nanosecond#An example of the results

epoch was Computed using 100 Montecarlo runs for eadﬁneasurements, real clock blashaviourand estimated bias,

epoch. Moreoveffpur differenttypesof failuredattacks were

simulated and evaluated;atl cases the failure/attack always

starts at time 5000(Qsec) and ends at time 6000&nd is
highlighted in yellow in the figures.

for a bias of 500 ns) is shown kig. 5.

Notethatin this cas¢he algorithm clearly detesthe step
in the GNSS measurements armiscards the biased
measurements.

The parameters used for the simulation and the evaluation Clock Bias

results arsummarizedn TABLE .

Starting from the most probabfailure/attack the Denial
of Service (DoS) attack or the GNSS blockageit was
simulated byremoving all GNSS measuremsriietween
time 50000 sec artime 60000 sedAn example of the results
(measurements, real clock blashaviourand estimated bias)
is shown inFig. 4. During the attack the onboard cloakes
only the PTP measurement and the synchronization
performance remaghigh during all the attack.

TABLE |. SIMULATION PARAMETERS

Parameter Value
# Montecarlo runs | 100
. 15 nsi consideringGNSStime accuracy30 ns
GNSS error;, (95%)[16]
NET error;, 500 ng[10][11]

GNSS renewal time| 1 sec
NET renewal time | 10 sec

Clock:,, 4.47 10" sec
Clock:, 5.47 104Hz
k 2.5(to set theprobability of false alarm t0.01)

*typical value foran OCXO[13][14][15] as computed ifi7]
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Fig.5. Simulation of bias step in GNSS measurement

Also, the case of a slow changing bias (a bias ramp) in the
GNSS measurement was simulated to emulate a smarter
spoofer affecting the satellite. GNSS measurements between
time 50000 sec and time 60000 sec were affected by a bias
ramp with a ramp coefficient @f 1 sec/sec. An example



of the results is shown Iig. 6. Note that also in this case the attackor fault thanks to the mitigation effects of the detector

algorithm detects the step in the GNSS measurements amdroduced in the EKF.

discards the biased measurements.

TABLE Il. RMS RESULTS UNDER NOMINAL AND ATTACK
. Clock Bias CONDITIONS.
1400 * GNSS Measurements A ot
+ PTP net measurements et RMS performance (ns)
==Estimated Clock Bias |+, & ot F T . . Under | Under
1200 (meClock Bias e Disruption | under | jack | Attack | Onder
A L Type Nominal | Attack Attack
‘ # TR 4 100 | 1000
| + + e - 10 sec Max
1000 4 . I A sec sec
— e E o DOS <1 <1 <1l 2.36 29.10
2 e N STEP <1 <1 <1 | 241 | 100.96
E 315 100 ns : :
5 o *w STEP 500 ns <1 <1 <1 | 257 | 23.40
8 ey tl ﬁ; RAMP <1 <1 425 | 11.46 | 37.30
O + ¥ 7 *
o ek, NOISESTEP <1 | <1 | <« | 379 | 7942
Ut T 500 ns
iyl NOISE STEP
N <1 <1 1.12 | 409 | 21.63
++ ++ . i 100 ns
A bt
+fh'+++;- : .
+ % ++¢+
-200 ‘ ]
4.8 5 52 54 56 58 6 6.2
Time (sec) «10%
Fig. 6. Simulation ofbias ramp
Last, far jammeror the effect of solaor ionospheric
stornms on the GNSS receiver on boardn causareduction
of the GNSSperformanceThis condition was simulatelly
improving the noise of the GNSS measuremehisng the
attack(seeFig. 7).
Fig.8. RMS error in different cases

Fig.9. Alarm probability

Fig. 9 also shows that in some cases (noise500 and
step100) the probability of detection slowly decreases during
the attack/fault and that, after its esdmetime is needed to

A comparison of the results for all the previous cases isestore the nominal condition. This happens because the
reported inFig. 8, Fig. 9 andTABLE II. Fig. 8 shows the instant in which the disruption ends is seen by the detector as
r.m.s. errors inthe various cases Fig. 9 shows the alarm a new deviation fromormalbehaviour In any case, this will
probability before, during and after the attacidTABLE I not affect the general performance during the first secohds
shows a summary of the results showing the r.m.s. that cdailure. In fact, TABLE |l shows thaglsoconsidering 1000
be obtained with the proposed algorithm in nominal conditiorseconds (more than 15 minutes) of continuous disruption, the
or after10/100/1000 secona¥ disruption. maximum estimation error of the onboard clock bias is of the

It can be noted that the most harmful cases are noisgrder of 10 nanoseconds, and during the 15 minutes there are
improvement and the bias step, but they are also easy tontinuous alarms, that can be used to start a recacéon
detect. In general, all the failures are detected, and it isy the SATERA system.
possible to assume that the system can continue to work under

Fig. 7. Simulation of reduced measurement accuracy






