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Introduction
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Increasing Air-Traffic over the next decade with 
millions of flights expected every year

3 di 53

Ç Air surveillance ADS-B.
Á Aircraft broadcast their GNSS-derived position to 

the ground.

Ç Radars and ground-based ADS-B receivers are not 
available in remote areas, such as oceanic regions.

A secondary and independent localization system 
is required

Ç Radar validates ADS-B data

Surveillance
Data

Processor

GNSS

ADS-B  + Radar  

LEO Satellite

Ç Space-based ADS-B receiver network solve this problem 
ōǳǘΧ
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SATERA vision
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SATERA system description

Ç LEO Satellites to capture ADS-B signals from multiple 
positions and measure the TOA

Ç ADS-B data and TOA are transmitted on ground via 
ISL and DL

Ç Computation of MLAT derived positions in the CPS 
on the ground
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Why LEO Satellite synchronization matter?

VPrecise synchronization across satellites is critical for localization accuracy

VLEO synchronization via GNSS can be a single point of failure

The idea behind SATERA

VDual synchronization approach

ÅGNSS-based 

ÅPrecise Time Protocol (PTP) over Inter-Satellite Links (ISLs)

VEKF - Innovation test to detect GNSS failures and rise alarms

VCombined via Extended Kalman Filter for accuracy and attack resilience

4



Architecture Overview

Each satellite:

Å Is equipped with a stable 
clock (Oven-Controlled Crystal 
Oscillator - OCXO).

ÅReceives GNSS 
synchronization data every 
second.

ÅParticipates in PTP 
synchronization every 10 
seconds via ISLs with the CPS 
master clock.

ÅBoth CPS master clock and 
GNSS are UTC synchronized

SATERA Synchronization process

Robust and Resilient GNSS synchronization of LEO satellites for space-based Aircraft MultilaterationςMahsa Mohebbi 5



The clock model 

Namespaces
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The clock state vector contains time deviation and 
random walk component of frequency deviation: 
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The discrete SDE in matrix notation is:
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A StochasticDifferential Equation (SDE)model for the clock,
combiningsystematicdeviations(time offset, frequencyoffset,
anddrift) with keyrandomcomponents(WFMandRWFM)[1] is
used
[1] L.Galleani,L.Sacerdore, P.Tavella, and C.Zucca,ά!mathematicalmodel for the atomic clockŜǊǊƻǊέ.
Metrologia, vol. 40, no. s257, pp. s257-s264,June2003.

Setting „and „ is possible to choose the type and 
performance  of the on-board clock
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Namespaces
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The clock bias measurement and EKF

Predict the state of time instant
ὸ ȡὼ ὸ Ὂὼὸ

Predict the state covariance matrix
ὖ ὸ ὊὖὸὊ ὗ

Å Compute the innovation:
Ὅ ᾀὸ Ὂὼ ὸ

Å Compute the innovation covariance 
matrixȡὙ Ὂὖ Ὂ

Å Compute the test on the GNSS:

Ὅ ρ ṆὯ Ὑ ρȟρ
Å If innovation> threshold -> raise 

alarm 

Prediction Innovation Test
Å If the alarm is raised, update only with 

PTP
Å Compute Kalman gain:

Ὃ ὖ ὅ Ὑ Ὂὖ Ὂ
Å Update the clock state vector

ὼὸ ὼ ὸ Ὃ Ὅ

Å Update the state covariance matric

ὖὸ ρ Ὃ Ὂὖ

update

Å GNSS CK_bias 
Å Master Clock CK_bias
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Evaluation under cyberattacks
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VAttacks are done between 50000 and 60000 sec

Parameter Value

OCXO with a time span of 80000sec

Clock: „ 4.47 10-13 sec

Clock: „ 5.47 10-14 Hz

GNSS error: „ 15 ns

GNSS renewal time 1 sec

NET error:„ 500 ns

NET renewal time 10 sec

Threshold parameter (k) 2.5

# Montecarlo runs 100

Attack type Attack Description 

Denial of service
No GNSS data 
The system uses only PTP during this 
period

Spoofing (bias step)
GNSS measurements are corrupted 
with a fixed time bias of 100ns or 
500ns

Spoofing (bias ramp)

GNSS measurements are manipulated 
with a gradual increasing bias ramp 
using a coefficient of πȢυz ρπ
sec/sec 

Far Jamming (noise 
step)

GNSS measurement noise is increased 
during attack

Simulated Cyber attacksSystem parameters:
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Results-DOS
Example
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DOS

Even with GNSS offline for 15 
minutes, the Estimated clock and 
the real clock are very close each 
other
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Results-Spoofing
Example
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The algorithm is done with an 
example of 500ns step , it clearly 
detect the steps in the GNSS 
measurements and discards the 
biased measurements.

Spoofing
(Bias 
step)
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Results-spoofing
Example
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Spoofing
(Bias 

Ramp)

Algorithm is tested with a
rampwith the rampcoefficient
of πȢυz ρπ sec/sec. detects
the step in the GNSS
measurements and discards
the biasedmeasurements.

Algorithmtested with
a ramp coefficient of
πȢρᶻρπ
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