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SATERA vision

C LEO Satellites to capture ABSignals from multiple
positions and measure the TOA

C ADSB data and TOA are transmitted on ground
ISL and DL

C Computation of MLAT derived positions in the (
On the ground -(‘ - )). COMMUNICATIONS NETWORK

MAIN COMPONENTS

SATELLITE CONSTELLATION

( < CENTRAL PROCESSING STATION

—® #

SATERA system description
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Why LEO Satellite synchronization matter?

V Precise synchronization across satellites is critical for localization accuracy

V LEO synchronization via GNSS can be a single point of failure

The idea behind SATERA

V Dual synchronization approach

A GNSSased

A Precise Time Protocol (PTP) over k8atellite Links (ISLS)
V Combined via Extended Kalman Filter for accuracy and attack resilience

V EKF Innovation test to detect GNSS failures and rise alarms
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ArchitectureOverview

SATERA GNSS Signal

Each satellite: satellite oNss <
(OCXO)

A Is equipped with a stable |
clock (OverControlled Cryst Ipr |
Oscillator- OCXO). - T U

A Receives GNSS (--'/ " > " ure |
synchronization data every Fonsteliation BEA ? . |
second. \""'-—F'\._E________r_,./ - © |

A Participates in PTP |
synchronization every 10 IPTP v |
seconds via ISLs with the CRS | cps |
master clock. Ground CVICSONE .  Master | < —

A Both CPS master clock and b

GNSS are UTC synchronize o
SATERA Synchronization process
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The clock model
silrdl i _Os_cill;o: o _:

|
I frequency 1
;r?f(t:uency Initial al ! Oscillator I
r Frequenc Initial _ ( )
q Y 1 Phase CIO — At IO phase 1
Offset I (integrated) 1
I (Time) Offset g I
Frequency integration - -
- | Phase integration ( ) |
caused by drift
a, by | (digital counters) At 1
—> Phase |
(Time) |
Error |
att I
I
I

Environmental 1

Environmental |

|
: |
|

I effects effects |
I " + frequenc !
| White frequency noise v; I | : (freq V) (phase) :|
I T | I | Temperature sensitivity - !

1 ; - Temperature-induced 1}

I ! | 1 Magnetlc_ﬂeld sus_c_eptlblllty delay (phase) variations ||
| FLICKER 1 I Acceleration sensitivity I
| ————» NOISE MODEL I 1 I Load frequency pulling II
I White noise I | I Power supply voltage susceptibility II
| 1 1 ; 1 Environmental effects |:

A StochasticDifferential Equation (SDE)model for the clock,
combiningsystematicdeviations(time offset, frequency offset,
and drift) with keyrandomcomponents(\WFMand RWFM) 1] is
used

Metrologia, vol. 40, no. s257, pp. s257-s264,June2003
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The clock state vector contains time deviation and
random walk component of frequency deviation:
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The discrete SDE in matrix notation is;
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The clock bias measurement and EKF

GNSS GNSS CK_bias (measurement)
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(1) Prediction Innovation Test (3) update

Predict the state of time instant A Compute the innovation: A If the alarm is raised, update only with
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Evaluation under cyberattacks

System parameters:

Parameter Value

OCXO with a time span ¢ 80000sec

Clock:, 4.47 103 sec

Clock:, 5.47 10%Hz
GNSS error; 15 ns
GNSS renewal time 1 sec
NET error; 500 ns
NET renewal time 10 sec
Threshold parameter (k) 2.5
# Montecarlo runs 100
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Simulated Cyber attacks

Attack Description

No GNSS data

The system uses only PTP during th
period

GNSS measurements are corrupted
Spoofing (bias step) with a fixed time bias of 100ns or
500ns

GNSS measurements are manipulat
with a gradual increasing bias ramp
using a coefficient ofi@ z p 1
sec/sec

Far Jammin@gnoise = GNSS measurement noise is increa:
step) during attack

V Attacks are done between 50000 and 60000 sec

Attack type

Denial of service

Spoofing (bias ramp)
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Clock Bias
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Clock Bias
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Clock Bias
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