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Problem and motivation

1 Air surveillance ADS-B.

GNSS
= Aircraft broadcast their GNSS-derived position to ‘q Ig.l %
the ground.

) = \&
 Radar validates ADS-B data \ : ,’
“ I
a Rad.ars aqd ground-based ADS-B receivers are not *---I.-.;TEO Satellite
available in remote areas, such as oceanic regions. \ /

d Space-based ADS-B solves the coverage problem, but...

A secondary and independent localization system

is required

Data

Surveillance o
N ] *
SUPPORTED BY o Processor o
Sesal' /‘ ADS-B + Radar
JOINT UNDERTAKING l—
CD -funded by EXPLORATORY
th European Union

RESEARCH

TOR VERGATA
Robust GNSS-ISL Synchronization in LEO Constellations for Space-Based Aircraft Multilateration: Assessment Using Real Data SATE RA '''''''''' QIEEE 2/18
Mahsa Mohebbi

Advancing Technology
for Humanity



SATERA vision

(J LEO Satellites receive ADS-B and measure TOA

(d ADS-B data and TOA data are relayed via ISL and DL

O MLAT position estimation performed at the CPS

v

MAIN COMPONENTS

SATELLITE CONSTELLATION

RECEIVING STATIONS

COMMUNICATIONS NETWORK

( < CENTRAL PROCESSING STATION

(EAQ)

GS

i
e

With integrity indicator

SATERA system description
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Why LEO Satellite synchronization matters?

v’ Precise synchronization across satellites is critical for localization accuracy

v" LEO synchronization via GNSS can be a single point of failure

Proposed synchronization approach

v Dual synchronization approach

* GNSS-based
* Precise Time Protocol (PTP) over Inter-Satellite Links (ISLs)

v' Combined via Extended Kalman Filter for accuracy and attack resilience

v’ Three Integrated Integrity Monitoring Checks within the EKF

v’ Simultaneous Detection of GNSS Anomalies, Network Faults, and Measurement Mismatches
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Architecture Overview

Each satellite:

e OCXO onboard clock
* GNSS update: 30 seconds
 PTP update: 60 seconds

Dual synchronization:

* GNSS (primary)
* PTP over ISL (secondary)

Synchronization Goal:

* Maintain UTC- consistent
timing across the constellation

* Enable nanosecond-level MLAT
synchronization

Mahsa Mohebbi

UTC Reference -> GNSS /CPS -> Satellite clocks

* GNSS + PTP synchronized to UTC S

SATERA GNSS Signal
Satellite GNSs <~ —,
(OCXO0)
|
I PTP |
o [ N
S E) | |
<~- ) 0 Ut
_Constellation ISL 7 : J
( Z
NN = o I
A |
PTP |
- |
, CPS
Grmfnd Sync signal Master <« — |
Station Atomic Clock
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The clock state vector contains time deviation and

Th e CIOCk m Od el random walk component of frequency deviation:

| e (T , x(t ) — xl(tk)

-------- k) =

i, llator model ) : f?::'l:':;‘;; : xz (tk)

| Frequency Initial (B - dator !

i | s o) | | | o

X Freauery iegraton : P it ( Al) : The discrete SDE in matrix notation is:

1 a, 1 ligital counters; e ]

ii _[ ! J. (Time E X(tk+1) = Fx(tk) + BTm + Kk

B oscitatornoise model [ R s e Elt Where:

:: : i : : Environmental Envimnrrenial:: xl (tk) 1 T'

1 I 1

: : : White frequency noise v, | 1 : (frequency) (::::::: x(tk) — [ F = [

1 | et oz X (tg) 0 1

I' | FLICKER | | | Acceleration sensitivity 12y (phase) II T _

! : : White noise | T Orr MODEL : : :Fﬁiﬁfﬂ:ﬁﬁﬂimm :: B _ T E Ml

S Bt ! e e [ Environmental effects [} T T U

S X 0 T 2

T
A Stochastic Differential Equation (SDE) model for the clock, K; = [Kk,HKk,z] ~N(0,Q)
combining systematic deviations (time offset, frequency offset, i 5 -
and drift) with key random components (WFM and RWFM) [1] is 2 2 v 2 v
0T+ 0)— 05—
1 2 2

used. 0= 3 2
The model include both deterministic clock dynamics and 5 72 .
stochastic noise process 02 = 02T

Setting o;and g, is possible to choose the type and
[1] L.Galleani, L.Sacerdore, P.Tavella, and C.Zucca, “A mathematical model for the atomic clock error”. f f h I k
Metrologia, vol. 40, no. s257, pp. s257-s264,June 2003. per ormance o t e On-board clocC
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The clock bias measurement and EKF

GNSS GNSS CK_bias (measurement)
Receiver
A
A A Ti
. . me
. Clock model CK_bias(estimated) Clock ‘
-Satellite clock SDE > EKF + > correction Frequency
Integrity Monitoring x
\ 7 A N
4 \
A Master Clock CK_bias (me;tgurement) \
PTP via ISL v \
4 \
L7 \
? <
/
\
7 \
AN

(1)Prediction
Predict the state of time instant

ter1: XP (Lry1) = Fx(&)
Predict the state covariance matrix
P"(tx+1) = FP(t)Ft + Q

* GNSS CK_Dbias
* Clock Dynamic model
e PTP CK_bias
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The clock bias measurement and EKF

GNSS GNSS CK_bias (measurement)
Receiver
A
A A )
Clock model CK_bias(estimated) Clock Time,
- Satellite clock SDE > EKF + - > " Frequency
Integrity Monitoring correc‘:t:on
A - A =< o -
PTP via ISL _asI.ePCch'E CT(_bias (measurement) T~< ~-_
. Dual integrity monitorin
(2) Innovation Test ® grity g
: . : Raise alarm
* GNSSintegrity Test  Igin(1) = /sp1(1,1) I violated: |

 Compute the innovation: Reject GNSS Measurement

Liy1 = 2(tks1) — FxP (E41)
e Compute the innovation ) , , . Raise alarm

: :  PTP integrity check Iuwin(@) =/sk1(22)  [Ifviolated: :

covariance matrix: Gy * * Reject GNSS Measurement

Rk+1FPII{J+1FT Zgnss(k) — zprp(k) =
* Forward innovation to integrity * Conformance check i /r.(,D)+Re(22)  Ifviolated: Measurement mismatch

monitoring Possible fault
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The clock bias measurement and EKF

GNSS GNSS CK_bias (measurement)
Receiver
A
A 4 )
Clock model CK_bias(estimated) Clock Time,
-Satellite clock SDE > EKF + - > ﬁ Frequency
Integrity Monitoring correc‘:\ on
A - - A S o -
A Master Clogk GK:bEsTmeasurement) < ~
PTP via ISL — T~<
(4) update
If no alarms are raised, update with both GNSS
and PTP e Compute Kalman gain:
_ pP P [T
Gry1 = Pry1Cry1(Rgyr + FPgy F7)
If GNSS Alarm raised, update only with PTP e Update the clock state vector
_ P
X(tke1) = X" (Ekp1) + Grarlis1,
If PTP alarm raised, update only with GNSS e Update the state covariance matrix
_ P
P(tks1) = (1 — Gra1F)Priq

If conformance check alarm is raised, no update
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Performance Evaluation Framework

Ground True (At)

Robust GNSS-ISL Synchronization in LEO Constellations for Space-Based Aircraft Multilateration: Assessment Using Real Data
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Data from IGS

Precise clock
data

Y

Smoothing

Coloured

noise

At PTP (measured)

Y

Y
IONO free

combination

TROPO
correction

v

. — =

PVT
estimation

At GNSS (measured)

Attack/ Failure

simulation
—e

y

EKF (synchronization)- ’

Integrity test

Y

At estimated

RMS Evaluation

v

Rinex Data

1 9iqeL uonels

SATERA

l::l Site Name # Country/Region Receiver
@ ACSOO0USA | BE jjted stat... SEPT POLARXS

Antenna - Radome

TRM59800.80 - SCIT a

@® ADISOOETH : Ethiopia LEICA GR50 LEIAR20 - LEIM '

A AGGOO0ARG : Argentina SEPT POLARX5TR LEIAR25.R4 - LEIT

® AIRAOOIPN = @ Japan TRIMBLEALLOY TRM59800.00 - SCIS

A AJACOOFRA I l France LEICA GR50 TRM115000.00 - NONE

® ALACOOESP = Spain LEICA GR50 LEIAR25.R3 - LEIT

@ ALBHOOCAN Iol Canada SEPT POLARXS TRM59800.00 - SCIS

@ ALGOOOCAN IQI Canada SEPT POLARX5 AOAD/M_T - NONE

@ ALICO0AUS | g Australia SEPT POLARXS TWIVC6050 - NONE

@® ALRTOOCAN IQI Canada SEPT POLARXS ASH701945D_M - NONE

@ AMC400USA 5 United Stat... SEPT POLARX5TR TPSCR.G5C - NONE

‘n @ ANINNTIHD | P Thvion TRIMRI F NFTR9 TRM115000 00 - NONF o b
Show All v stations o Gl 1 o n
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Advancing Technology
for Humanity

TO.R VERGATA
1—:;;‘::%:1?3. ¢ IEEE 10/18



Performance Evaluation Framework

Parameter Value
{ Data from IGS ] GNSS error: ogpss 30ns
NET error: oygr 500ns
Precise clock i
J data i) Rinex Data gil-gsp I t‘ 389
Smoothing KTNOW renewa . Ime secC
combination NET renewal time 60sec
v Clock:o; (WFM) 2x10713
Coloured TROPO _
noise correction Clock:oz (RWFM) 107
;|; Detection Threshold K 2.5
R
Ground True (At ) ‘iﬁt GNSS (measured) - '
Attack/ Failure .
Suiaton © Simulated attacks .4 Performance
\ 4 y assessment
[ = (lsstmchtm?iza'zﬁon)- ] . Denial-of-service ) M EIEE ST
niegrly 'es , _ «  Attack window 50000-
. GNSS jamming
. . . 60000s
At estimated . Bias step spoofing .
*  Bias ramp spoofin > [EEVER WIRE ey
v Vv PSP & *  With / without integrity
[ RMS Evaluation ] check

v
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Spoofing Attack Scenario: Effect of

Integrity Monitoring

Example (NOT100ITA)
Attack Corrupted
Attack start
LTS detected ~ GNSS rejected

Without integrity monitoring:

* Spoofed measurements corrupt clock
Spoofing estimation

(Bias step —— ] * Synchronization accuracy degrades

1000
ns) With integrity monitoring:

e Reliable measurements are retained
e Synchronization performance is
i preserved

Integrity monitoring prevents the spoofed measurements from
contaminating the clock estimate

Clock bias (ns)

Clock bias (ns)

2000 - g
GNSS Measurements

S ¢ PTP net measurements,
1500 e & === Estimated Clock Bias

Without Integrity Checks

Clock Bias Win1 Win2

. = i
- e, C‘quk :B.las

o te o oo AT S I ¢ & b oo
1000 o 57 :. = Y e d e B

50
.
-50 Y &
= . e -n
AR 4 o e 2 b1 . . e Loe
-1000 |-, . P PN FERC
o . . o 5 . . Sig
-1500 [ =
-2000 —— LI [ 1 LI N N (N I N A N L]
0 1 2 3 4 5 6 7 8 9
Time (sec) «10%
With Integrity Checks
— Clock Bias  win1 Win2
L, GNSS Measurements
* PTP net measurements;
1500 % ===Estimated Clock Bias
. T8 g 5 . 5 (== Clock Bias
10000 * %°
500§
[eF
<2
-500 ~
<
1000 -*," .
'. - s .
-1500 [-
-2000 . L 1 L I |
0 1 2 3 ks 5 6 7 8 9
Time (sec) «10%
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Spoofing Attack Scenario: Effect of

Integrity Monitoring

Example (MAT100ITA)

Without integrity monitoring:
* GNSS spoofing corrupts clock bias
estimation

Spoofing
e Large synchronization error

(Biasramp ——

1079) _ . o
With integrity monitoring:

 Attack detected and isolated

* Clock estimation remains stable

Integrity monitoring prevents the spoofed measurements from
contaminating the clock estimate

Robust GNSS-ISL Synchronization in LEO Constellations for Space-Based Aircraft Multilateration: Assessment Using Real Data
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Clock bias (ns)

Clock bias (ns)

Without Integrity Checks

Clock Bias
5000 - g GNSS Measurements
* PTP net measurements
=== stimated Clock Bias
4000 - ; = Clock Bias

3000 -

N

o

o

o
T

1000, o °

o

1000} «* "

-2000 [-

-3000 =

1 2 3 4 5 6 7 8
Time (sec)
o o
With Integrity Checks
Clock Bias |
- GNSS Measurements
8000 - * PTP net measurements
===Estimated Clock Bias
=== Clock Bias
6000 -
4000

N
(=1
o
o

1
0 1 2 3 4 5 6 g 8
Time (sec) x10%
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Synchronization Performance Under Cyberattacks

NOTO100ITA Station
Without . . Nominal:
. With Integrity . :
Attack Integrity Winl=15.27, Win2=10.10
2l Clock bias RMS error (ns)
Winl win2 Winl Win2
DOS 26.39 18.62 26.39 18.72 ‘
Jamming STD Step 1000 23.99 40 26.77 19.54 VY SR pe——
Jamming STD Step 5000 | 210.13 | 45.63 26.51 19.19 | i O
Jamming STD Step 17000 | 670 189.86 | 26.31 18.80 il
Spoofing Bias step 100 64.86 62.36 59.27 84.48 ... o iy ORI
Spoofing Bias step 500 274.23 276.13 26.59 18.87 b
Spoofing Bias step 1000 536.53 543.57 26.35 18.67
Spoofing Bias step 5000 2636.8 2683.8 26.42 18.76
N A

Spoofing Bias ramp 10 7< 219990 > 3115 26.38 18.76
Spoofing Bias ramp 107-8 22007 31164 26.45 18.76
Spoofing Bias ramp 107-9 2208.5 3004.8 26.77 18.89

Integrity monitoring reduces synchronization error by more than
one order of magnitude during attacks.
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Synchronization Performance Under Cyberattacks

BRSTOOFRA Station
Without . . Nominal: |
e With Integrity Win1= 15.83, Win2= 8.97
Attack Clock bias RMS error(ns)
Winl win2 Winl Win2
y BRSTOOFRA
DOS 20.53 13.54 20.33 13.22 | B
Jamming STD Step 1000 43.07 23.08 20.79 13.87 ‘”
Jamming STD Step 5000 127.34 150.01 20.67 13.90 i e o N
Jamming STD Step 17000 | 519.21 67.19 20.73 13.74
Spoofing Bias step 100 65.36 61.90 32.55 41.80
Spoofing Bias step 500 274.74 275.69 20.51 13.39
Spoofing Bias step 1000 537.24 543.35 20.56 13.45
A A
Spoofing Bias step 5000 < 2637.3 > 2683 20.64 ) 13.51
I ——— —————
Spoofing Bias ramp 107"-7 | 219990 311560 20.34 13.27
Spoofing Bias ramp 107-8 22007 31163 20.35 13.28
Spoofing Bias ramp 107-9 2208.9 3123.7 20.95 13.65

Integrity monitoring reduces synchronization error by more than
one order of magnitude during attacks.
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Synchronization Performance Under Cyberattacks

MAT100ITA Station
Without . . Nominal:
SR Ty With Integrity — \yin1=16.12, Win2= 12.30
Clock bias RMS error (ns)
Winl win2 Winl Win2

DOS 25.36 19.62 25.13 19.34
Jamming STD Step 1000 42.31 20.03 25.96 20.44 %
Jamming STD Step 5000 146.50 61.19 25.19 19.87 w " oo
Jamming STD Step 17000 | 505.47 |  518.44 25.18 19.41 J Lot o avatavi: IR
Spoofing Bias step 100 66.41 65.13 49.34 58.20 : | ettt Systom, 6PS-GLO-GAL-B0-5BAS
Spoofing Bias step 500 275.83 279.03 25.07 19.36 ["
Spoofing Bias step 1000 583.25 546.53 25.04 19.27

—
Spoofing Bias step 5000 < 2638.5 > 2686. < 25.24 > 19.33

—— ]
Spoofing Bias ramp 107*-7 | 219990 311560 25.19 19.35
Spoofing Bias ramp 107-8 22008 31166 25.10 19.24
Spoofing Bias ramp 107-9 2210.3 3127 25.79 19.73

Integrity monitoring reduces synchronization error by more than
one order of magnitude during attacks.
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Conclusion

Key contribution: Key findings:

v 4% Dual GNSS/PTP synchronization v’ Consistent performance across all datasets

v' © Three integrity monitoring checks v" Nominal accuracy ~ 15ns

v' A Resilience against DoS, jamming and spoofing v" For all major attack scenarios below 30ns accuracy
v 14l Validation using real IGS clock data v’ Suitable for MLAT applications

GNSS-ISL synchronization with integrity monitoring provides resilient nanosecond-level timing
for space-based aircraft multilateration
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Future work

4% Satellite-Level Validation
* Evaluate the framework using real LEO constellation dynamics
* Evaluate OD& Timing algorithms
e Evaluate other integrity checks such as T-RAIM

@5 Network Effects
* Investigating large ISL topologies and communication
delays

@ Advanced Threat Models
e Coordinated spoofing attacks
e Simultaneous GNSS/PTP attacks
e Adaptive attackers

o Integration within SATERA
* End-to-end evaluation of synchronization impact on aircraft localization accuracy
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Thank you for your attention

This research was conducted within the SATERA project. SATERA has received funding from the SESAR 3 Joint Undertaking (JU) under grant agreement No 101164313. The JU receives support from the European
Union’s Horizon Europe research and innovation programme and the SESAR 3 JU members other than the Union. The content of this paper reflects solely the views of its authors. The European Commission is not liable
for any use that may be made of the information contained therein
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